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Abstract: With the progressive growth in the deployment of Internet of Things (IoT) devices, security and 
protection of the huge volume of IoT data transmission has become a remarkable issue. IoT is basically a type 
of heterogeneous network composed of several devices and protocols. In this paper, an IoT gateway security 
mechanism is proposed for efficient IoT network establishment using Blockchain technology as a most 
effective and potential security technique on the basis of hit rate, total system hit rate and average response 
time of the network. A low powered device through IoT gateway is simulated that is decentralized and 
employed with Blockchain implementation. Proposed model carries a series of IoT devices that wirelessly 
communicate with each other. A server-client model is applied to each IoT device to communicate for 
application process. The simulated results show the significance of Blockchain technology as compared to 
centralized network. This work can bring many significant applications in industrial process and business.  
Keywords: Internet of Things, Blockchain, IoT Gateway, Security, IoT Network.  
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I. INTRODUCTION 
The Internet of Things (IoT) connect the daily-life objects of 
physical world to the network based digital world using 
several devices by providing sensing, data accumulation, 
analysis for particular activity [1]. Modern smart home 
system is a special case in the Internet of Things where 
personal devices at home are connected to the global 
Internet where remote users can get device status and send 
command to devices. There are many smart end-devices 
such as power meter, temperature controller; security door 
camera, smart led lighting etc. are linked to the gateway of 
smart home which transmits data to the cloud-based server 
as an IoT back-end [2]. 
The Internet of Things (IoT) based smart homes are 
platforms which provide intelligent and comfortable living 
environment, where security is the primary deal [3]. 
Ultimately, the IoT based smart home contains different 
subsystems for comfort life style where smart sensing 
devices are connected to the Internet for monitoring, 
exchanging and managing information to build the 
intelligent home. The concealed security issues are observed 
gradually with the growth of IoT based smart homes [4, 5]. 
It is essential to fulfill all security measures such as physical 
security, database, information transmission and processing, 
and gateway security for smart homes. Finally, the objective 
is to provide confidentiality, integrity and authenticity. The 
IoT gateway basically provides a bridge between sensing 
device and cloud server through Internet. The sensing 
devices communicate directly to the IoT gateway. The 
intermediate gateway collects and transfers the sensed data 
to the cloud server [6]. 
IoT benefited many industrial applications and smart 
home devices that are connected to the IoT gateway to 
collaborate with other intelligent process and services. 
Security and privacy of gateway becomes serious challenge 
to conserve intelligent IoT activities and services [7]. 
Basically, the data collected by actuators and sensors are 
sent to the cloud server through the IoT gateway where data 
are analyzed remotely. The end-to-end privacy preservation 
of smart home data or user's personal data is required by 
providing IoT gateway level security [8]. 
IoT gateway as an access object, designed with a fully 
secure infrastructure can effectively enhance the protection 
level of smart home devices [9]. Not only smart home, there 
are plenty of IoT applications such as smart building, 
vehicle, industry, city infrastructure etc, where automated 
security solution is on demand. Among the several security 
methods, the Blockchain technology is perfectly appropriate 
for IoT gateway level security system to automate process, 
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exchange real-time secure data communication and 
transactions [10]. This paper concentrates on the security of 
the IoT gateway using Blockchain technology by which 
personal and smart home security can be provided. 
A.  Internet of Things Layered Architecture 
To analyze security, the IoT architecture should also be 
analyzed; it primarily contains application, network, and 
perception layer, as presented in Fig 1. 
 
Fig. 1. Internet of Things Layered Architecture 
For IoT security, the network layer takes the main 
responsibility. In the complex IoT network, the gateway in 
network layer receives data from perception layer to 
application layer for communication to the cloud server. 
Data travels into complex transmission environment through 
network layer of gateway which makes the security issue in 
IoT network [11]. 
B.  IoT Gateway Security Issues 
The home gateway is an intrinsic component of smart home, 
and it share and exchange information between several 
heterogeneous protocols with outside networks. IoT network 
can be integrated with several heterogeneous networks and 
there should be multi-interface gateway [12]. The gateway 
security system not only secures itself whereas it secures 
whole smart home components and appliances. So, gateway 
security is an essential and integral element of smart home 
system. 
The IoT based smart home consists of the following 
security issues as presented in Fig 2. 
 Posing: By supplying control commands, an intruder or 
attacker can pose himself as an end hosts to the gateway 
of smart home, also he can pose as a home gateway to 
pass fake data at the terminal host. 
 Replay: There are two types of replay attack first is 
terminal host replay and second is home gateway replay. 
 Data Theft: By tapping the line between through 
terminal host and smart home gateway, the data packets 
and information can be intercepted. 
 Virus Attack: It is a very popular and common type of 
attack where the attacker inserts the virus into the data 
packet, and takes system resources. 
DOS Attacks: The “denial-of-service (DOS)” attack and 
disrupt the network, and forbid the other user’s access. 
 
Fig. 2.Smart Home Security Issues 
II. RELATED WORK 
With the progressive evolution of IoT technology, it 
attempted and crucial role in the industrial transformation 
with economic and social development and its security 
system is much implicated content in several areas. The 
security in gateway of IoT network is the important step to 
secure whole network. This section presents various 
techniques for gateway level security of IoT network. 
Jin et al. [13] proposed a micro service to secure IoT 
network by designing and implementing edge computing 
system. This secure micro service is deployed at localized 
network by edge gateway to offer data, device management 
and configuration as well as extra functionalities in the IoT 
network. Their proposed edge gateway computing 
management works as a hub which provides communication 
link between IoT devices and web clients. To support 
security services at edge gateway, the authentications and 
authorizations are provided by allowing the verified requests 
from local IoT network where gateway and devices are 
deployed. 
Chang et al. [14] presented the IoT infrastructure 
which allows transferring the cryptographic signature 
creation process to its adjacent connected gateway device 
integrated with high speed GPU to minimize the load of 
sensing nodes. Generally, IoT gateway is connected with the 
multiple sensing nodes, so it is required getting sufficiently 
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higher signature creation rate by which huge amount of 
communication and data transmission can be handled. Their 
proposed IoT infrastructure exploits high speed GPU to 
boost up signature creation process and constitute the 
optimized implementation methods for RSA based 
cryptographic signature creation. 
Cha et al. [15] proposed Blockchain integrated 
gateway to permit IoT service providers to give access users 
permissions based on privacy policy without replacing and 
changing the legacy of connected IoT devices. As a 
mediator the Blockchain based gateway is deployed 
between IoT devices and gateway where privacy policies of 
device and information can be obtained by the users. The 
users can access IoT devices through gateway and cannot 
access devices directly; consequently, the personal and 
sensitive data are prevented by gateway until privacy 
policies of IoT devices are accepted by the users. The 
preferences of users about privacy policies are stored as 
tamper-resistant data by Blockchain based gateway in the 
network. 
Fraile et al. [16] presented “trustworthy industrial IoT 
gateway” using device driver security implementation 
applied in “virtual factory open operating system (vf-OS)” 
to interact physical IoT devices. They proposed a 
mechanism to reinforce resilience into the layer of device 
driver for realizing the system which can minimize the 
equipment casualties, damages or impairments by the 
consequences of intrusion or attack and it operations of 
device driver can be restored instantly and this process 
works based on fallback principle. 
Kirupakar and Shalinie [17] proposed a new intelligent 
agent-based security framework for “Industrial Internet of 
Things (IIoT)” gateway for monitoring and recognizing 
several intrusions and security threats pointed to the IoT 
devices. This research also proposed a method for detection 
of cyber attack with low footprint and IIoT gateway is 
restricted to devices. 
Xu and Wu [18] proposed a new “three-factor 
lightweight authentication method” for wireless sensor 
networks (WSNs) using multi-gateway structure. This 
method is securing in opposition to many intrusions and 
attacks verified by formal verification “ProVerif” as well as 
informal verification and also fulfill security characteristics. 
Kim and Keum [19] proposed a trustworthy secure IoT 
gateway infrastructure which fabricates a trust domain for 
smart home to protect the IoT network from intrusion and 
malicious attack. Without making any modification in the 
network protocols of IoT devices, the trustworthy gateway 
infrastructure protects the IoT by altering the network 
address devices of smart home and device controlling server 
to an identifier which are recognized by local trust domain 
to connect non-trusted network. 
Lee et al. [20] proposed tamper-proofed IoT gateway 
infrastructure based on Blockchain for the present IoT based 
smart home gateway system. The authentication, integrity 
and confidentiality related issues found in centralized 
gateway and heterogeneous IoT networks are provided by 
this infrastructure to build secure smart home. To solve the 
authentication and confidentiality issues occurred in 
gateway and IoT network, the secure hash algorithm 2 
(SHA2) encryption technique is used. Moreover, the 
Blockchain is also helpful to confirm data integrity of 
gateway. The proposed network structure based on the 
Blockchain technology is evaluated with reference to the 
standard security measurement considering accuracy and 
security response. 
Lucena et al. [21] analyzed the “gateway integrity 
checking protocol (GIP)” from the orientation of Intrusion 
Detection System. The proposed method uses a 
communication protocol which compiles data from IoT 
devices, to reply a request conveyed by the outer security 
agent. The reply is checked for integrity of data arrived in 
the server from the IoT gateway. 
Kumar and Chouhan [22] proposed a “smart card 
based secure addressing and authentication (SCSAA)” 
method to defend the IoT network from intruders and 
attackers, and prepare trusted access into smart home 
applications and services. This method is generated by 
changing the standard IPv6 protocol. The method provides 
addressing of smart card using unique ID bits in IoT devices 
from which the server identifies each device uniquely 
without extra task. Moreover, the establishment of session 
key for identification of secrete keys enable the IoT network 
extra protective against various intrusions and attacks. 
Gong et al. [23] presented a Blockchain based privacy 
protection framework for Internet of Things using proxy re-
encryption and ring signature technique. In this framework, 
Blockchain based distributed storage system relieves the 
working burden of conventional centralized IoT network 
and the authorized users share this distributed data. The 
proxy re-encryption method included and established to 
secure the sharing of data between authorized user and 
service provider for ensuring data privacy. For transmitting 
ciphertext data, the proxy node works as an mediator which 
make this impossible to get the source address and link of 
sharing person’s data. To provide effective protection of 
address information of sender’s data and prevent deception 
by intermediary node, a ring signature method is applied 
that prevents this intermediary node from address of 
transaction parties. 
Miloni et al. [24] presented “IEEE P1931.1 ROOF 
Standard”, which provides potentiality into Internet of 
Things. There are many open challenges for trusted and 
decentralized IoT system to play crucial role for next steps 
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of future technology. This standard is need because artificial 
intelligence, Internet of Things and Blockchain will be 
completely autonomous system without any intervention 
and operation of human and in context-aware fashion. The 
“Real-Time Onsite Operations Facilitation (ROOF)” 
represents all of these important interplays. 
For data security in IoT device, Kathayayani et al. [25] 
proposed “Hyperledger Fabric Blockchain”. They provided 
fulfilled setup of ecosystem of IoT visualization including 
trusted as well as non-trusted entities. In this security-proof 
integrated system, data protection is kept preserved across 
this ecosystem. The performance results obtained in the 
analysis presents that regular functionalities and usefulness 
of the structure is reasonably under satisfactory position. 
Their proposed framework presents positive outcomes when 
the performance analysis is compared to the other 
framework. The ever-demanding requirements in IoT are 
provided by this system along with availability and security 
of data, backup and recovery, and scalability as a 
fundamental need. 
Hossain et al. [26] added Ethereum (Blockchain based 
technique) into IoT devices for the concealment and security 
of the devices. Their proposed system can be applied to 
smarthomes as well as numerous types of IoT based 
projects. The proposed integration of Ethereum and IoT 
provide practical smart home application. 
Zhang et al. [27] proposed a “Secure Method of 
Exchanging Resources in heterogeneous Internet of things 
(SMER)”. To exchange resources for IoT devices in 
efficient, effective, secure, profitable manner, SMER system 
provides facilities for it. This research elaborates structure 
and a functional method of SMER system and developed a 
model based on operational process of SMER. 
Chze et al. [28] presented “Cross-Layer Security 
Authentication Architecture (CLSA)” to enhance the 
security level of IoT devices for peer-to-peer (P2P) 
communications. Raspberry-Pi is integrated into this 
architecture that worked as secured gateway of IoT network. 
The outcomes presented secure peer-to-peer connection in 
the network of IoT devices. 
III. III. PROPOSED SYSTEM MODEL 
With the successive proliferation of IoT based research, it 
provided extensive limit of applications in business, 
medical, education, industry and many other regions and 
also affected the modern lifestyle of people. Due to huge 
variety of IoT applications, the privacy and security 
problems have become highly crucial portion of the IoT 
network. To ensure and verify the regular activities of the 
system, any Internet of Things (IoT) based organizations 
essentially forever pay attention to their privacy and 
security. Blockchain technology, now a day, presents 
outstanding security schemes for networks and databases. 
The proposed IoT gateway security system based on 
Blockchain for efficient establishment of network is 
presented in Fig 3. 
After designing and deploying the Blockchain based 
gateway and network, it is essential to deploy all edge 
computing IoT devices. The proposed process can be 
described according to the following steps: 
 Initially, the local sample IoT devices are considered 
as independent synchronous devices. 
 Using Gaussian model, a probability distribution 
model is developed to follow normal distribution and 
by adjusting all location and node degree in local 
network, maximum probability value for targeted 
function distribution is acquired. 
 Using this value of maximum probability and 
distribution, the cluster of the IoT devices are created 
and center of the cluster is defined. 
 Finally, the optimized result is obtained using iterative 
process of model components. 
 
 
Fig. 3.Internet of Things Gateway Security 
The distribution function of this process is presented by 
Equation 1: 
 (     )  
 




(   )                       ( ) 
Where   represents mean value, used for describing the 
centered location of the probability distribution;    
represents variance, used to define the data density degree of 
IoT device. If this value is larger, then the distribution is 
more toward decentralized, and if the value is smaller, then 
it is the more centralized. The total summation of 
corresponding possibilities or probabilities is presented in 
Equation 2: 
 (      )  ∑    (        )                   ( )
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Where,    shows the weight of all the components and it 
requires to fulfil Equation 3: 
∑                             
 
   
             ( ) 
On the bases of these equations, the average response time, 
hit rate and total system hit rate can be calculated, which can 
ensure that the requested work load of each device in the 
network covered by the processor of gateway will be 
insufficient in the condition for the maximum probability 
distribution for assuring its better working performance. 
IV. IV. RESULT ANALYSIS 
This section presents the simulation result of proposed 
Blockchain based gateway security system. In this proposed 
network, it requires the data communication of node from 
nodes of other networks, where gateway keeps records of all 
transaction into Blockchain based distributed ledger system. 
For result assessment, hit rate, system hit rate, and average 
response time are considered as the featured parameters for 
analysis. Considering various storage size of IoT devices, 
the corresponding comparison of hit ratio for centralized 
network and Blockchain integrated gateway-based network 
is presented in Fig 4. 
 
Fig. 4. The Comparison of Hit Rate for Centralized Network 
and Blockchain Integrated Gateway based Network 
The corresponding comparison of system hit ratio for 
centralized network and Blockchain integrated gateway-
based network is presented in Fig 5. 
 
Fig. 5. The Comparison of System Hit Rate for Centralized 
Network and Blockchain Integrated Gateway based 
Network 
 
Fig. 6. The Comparison of Average Response Time for 
Centralized Network and Blockchain Integrated Gateway 
based Network 
The comparative analysis of average response time for 
centralized network and Blockchain integrated gateway-
based network is presented in Fig 6. With the increment of 
IoT devices storage size, the hit rate and the integrated 
system hit rate also increases. As presented in result from 
Fig 4 and 5, Blockchain based IoT gateway system shows 
higher one-shot hit rate as compared to centralized IoT 
network. Also, the average response time of Blockchain 
based gateway network is lower as compared to centralized 
system as presented in Fig 6, which means Blockchain-
enabled gateway based decentralized IoT network not only 
secure as well as its responses significantly faster as 
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compared to centralized IoT network with the increment of 
storage size of IoT devices. 
Finally, analyzing the throughput and security issues of 
the IoT nodes from the visual aspect of the privacy and 
security of the gateways and IoT devices, the high potential 
privacy risks in the network is comprehensible, so 
Blockchain based secure integrated system is required for 
gateway of the IoT network. 
V. CONCLUSION AND FUTURE WORK 
With the endless progressive evolution of modern 
technologies, the IoT based application is very common and 
more widely, and countless IoT devices are connected to the 
heterogeneous network, so the privacy and security issues 
have become the big concern and challenge for researchers, 
technicians and relevant experts. The network of IoT 
devices with gateway are analyzed, on the basis of hit rate, 
total system hit rate of network and average response time 
are simulated and optimized for centralized and Blockchain-
based distributed system. From the result analysis, it is clear 
that Blockchain provides high security as well as high 
responsive network. 
However, in this research work, only the privacy and 
security of gateways and IoT devices are analyzed, whereas 
the security and integrity of sensor nodes, clouds servers, 
and other controllers are not analyzed, that will be 
deliberated in the future work in more detail using more 
comprehensive analysis. Analysis of IoT devices and 
gateway security are of high significance to expand the 
application area of Internet of Things. It also allows for 
many estimations for the further work of IoT based 
computation, security analysis and encourages the growth of 
the IoT network 
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